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v So.cl(Microsoft), Google, Yahoo, Facebcok,
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End-to-End Encryption
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Opportunistic Encryption

> RAGLICEF 27 FYRILZERELELI1TAE
v E=EFAOUMITMIZIEE50 !
> AAEDITODRIZEEZNHAHIRE
Pervasive Surveillance
> IRV —RERFSEMABAITO LS ELEETS
v OSAENNOAEMNSO
(Perfect) Forward Secrecy
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TLS
Agenda

1. Administrvia (5 min) - Blue Sheets, Note Takers, etc.

2. Document Status and TLS related work (10 Min)
DICE, HTTPbis & ALPN, Apps Area TLS BCP

3. ALPN (15 Min) - draft-ietf-tls-applayerprotoneg

4ITLS BCP (15 min) - draft-sheffer-tls-bcp |

5. Updating Cipher Model (20 min)
draft-gutmann-tis-encrypt-then-mac and AEAD

GI Stream Ciphers (20 min) |
ChaCHa - draft-agl-tls-chacha20poly1305

7. Hardware Considerations for TLS Key Generation (5 Min)

SiTLS 1.3 (60 min) ‘
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TLS: BCP TLS(1/2)

Motivation

. Providc{c;ear guidance to confused TLS implementers |
everal outstanding vulnerabilities |

. Some require app-level mitigations[ SUitea;ﬂ'j:?JZO*iE
+ Conflicts: move av Approach /

| Pervaswe ﬁasswe monitor » % sm'gle ciphersuite (or a very small number bf
them), that:

» The BCP is based on exist

current or near-future impl A client should propose, along with its other
« Absolutely no new CPNLARIES .
creativity to TLS 1 - A server should accept, unless a stronger one is
Which will obsolet offered

'» Plus a few more recommendations
[2048-bit RSA certificates |
Disable fallback to SSLv3

|Disable TLS-level compression |

Possibly a word on session resumption
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TLS: BCP TLS(2/2)

%@E(iEphemeraW)E! ]
DHE vs. ECDHE

« Modular Diffie-Hellman widely available, much more than
Elliptic Curve DH

« However:

- 1024 DH is considered insecure, important client
implementations will fail the handshake if presented
with >1024 DH

- We only have crypto agility with ECDH (negotiated
curves)

» Recommendations, in priority order{ Non-NIST Approved ! ]

-+~ BCDH: |Bram}2001 with a fallback to P-256 Iexpect
P-256 to be the prevalent curve 1n use for a while)

- Ephemeral DH-2048:
S DHE RSA WITH AES 128 GCM SHA256

Ephemeral DH-1024 .

[ PSRRI MERERE | NSTUAORR ]
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TLS: STREAM CIPHER(1/3)

e SSL/TLSIZIZRCA4ELNSRMN)—LEEENHS
o AIEMIEMETEFD AT=BIEAMN)—LESNKIFEQ

SZEER 1 HI=YDRIL=T vk E7ILTNVXLEYVAERRES R !

Algorisms 16 bytes 64 bytes 256 bytes— 1024 bytes 8192 bytes
rc4 515377.40k 639651.63k 686025.38k 704258.05k 711376.90k
Camellial28 121727.59k 154398.87k 166057.22k 169401.34k 170527.40k

X BEFFPCTHIE
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TLS: STREAM CIPHER(2/3)

o« RCADEERAF)—LEES ChaCha20
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Performance
Intel Xeon E5-2690@2.9GHz with Hyper:
Threading and Turbo Boost disabled
IAES-128—GCM, AES-NI disabled 131 MB/s I
AES-128-GCM, AES-NI enabled 892 MB/s
IChaCha20+Pon1 305 427 MB/s I
ChaCha20+Poly1305, -march=native 560 MB/s
ARM Cortex-A9@1.2GHz
AES-128-GCM 25 MB/s
0, 1S ChaCha20+Poly1305 92 MB/s




TLS: STREAM CIPHER(3/3)
« S$(MChaCha20>T?
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Cipher Suites (SSL 3+ suites in server-preferred Suites where used)

I'TLE_EC DHE RSA WITH_CHACHA20 POLY1305_SHAZ256 (dxccll) ECDH 258 bits (eq. 3072 bits RSA) FS I

TLS_ECDHE _RSA_WITH _AES 128 GCM_SHAZ i ECDH 256 bits (eq. 3072 bits RSA) FS

TLS_ECDHE_RSA_

nsecoiersay  Informational: OxcO HMHIEESFEE|

TLS_RSA_WITH_AES Tzo oW _orPzou [oxIT]
TLS_RSA WITH_RC4_128_SHA (8x5)
TLS_RSA_WITH_RC4_128_MD5 {@x4)
TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384 (0xcd3d) ECDH 256 bits (eg. 3072 bits RSA] FS
TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA3B4 (0xc@2E) ECDH 256 bits (eq. 2072 bitzs RSA) FS
TLS_ECDHE_RSA_WITH_AES 256 CBC SHA (8xc@l4) ECDH 256 bits {eq. 3072 bits RSA) FS
TLS_RSA_WITH_AES_256_GCM_SHA3E4 {8x9d)
TLS_RSA_WITH_AES_256_CBC_SHAZ56 (8x3d)
TLS_RSA_WITH_AES_256_CBC_SHA (8x35) ( % lﬂ% ) B
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TLS: TLS 1.3(1/2)
o BRARIZTLSL.3DKREIMIIBE EHIS

Rough time allocation

Time Topic
30 New handshake flows

Should we allow renegotiation
Should we stop supporting RSA?
Should we get rid of resumption?

Random sizes
Other?

N NN NN

( Handshake flowa> XD E=4. .. ]
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TLS: TLS 1.3(2/2)

o BRERDRSADYR—FILOHBHS?EE
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Should we stop supporting RSA?

e Obviously suboptimal performance characteristics

e Complexity

- |Doesn't match the PFS patternl

— See the handshakes above

e But everyone uses it...

— And they have RSA certificates

| RSAMIEOFAGME
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agenda

Security Area WG Reports, <10 mins
Security Related BOFs, 3 mins
Other Security-Related WGs, 7 mins

Invited Presentation
— NIST crypto standards process update — Tim Polk, 15 mins
— Session Security Envelope — Bob Moskowitz, 15 mins

— Protecting Encapsulation with Encryptin — Dino and Roger,
15 mins

— Opportunistic encryption: then and now — Paul Wouters, 15
mins

Time for perpass-overflow stuff (if need be)

Open Mike[ —EONSAICEET REEE . .
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SAAG: NIST CRYPTOGRAPHY
STANDARDS PROCESS REVIEY

« SP800-90A: Dual EC DRBGIZ/\w%

> ZELLI-ERICINSAD AH...
Process Review & Update

* Document and publish NIST process
* [nvite public comment on NIST process

* Independent evaluation to review the
process ands to suggest improvements

* NIST will update process as necessary to:
— Maximize openness and transparency
— Support the development of the most secure,

_[NsTo##ERTOEROFHAIE ! |
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~orward Secrecy (PFS)

v Opportunistic Encryption
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» Privacy Protection Protocol ?
» Pairing Based Cryptography ?
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IETF89

e Date
» March 2 -7, 2014
e Location

» London, England
« URL

» http://lwww.letf.org/meeting/89/index.html

IETF Meeting Registration System
Attendance List
IETF 89
London, England

March 2-7, 2014

Last updated Tuesday, December 10, 2013 at 20:06:37 PST

116 Registrations
0 On Site
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e E-mail

» kanno.satoru@po.ntts.co.|p
e SNS

» Twitter (satorukanno)
» Facebook (satoru.kanno)
» Linkedin

[ sRECCEREED | (w0 |
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A E
 [ETF88
» http://www.letf.org/meeting/88/

 [IETF88 Agenda

» https://datatracker.ietf.org/meeting/88/age
nda.html

 |[IETF88 Meeting Material

» https://datatracker.ietf.org/meeting/88/mat
erials.html#sec
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